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WAS API: Define keywords for WAS to search and report
internal links

API affected /qps/rest/3.0/create/was/optionprofile
/qps/rest/3.0/update/was/optionprofile/<id>
/qps/rest/3.0/get/was/optionprofile/<id>
/qps/rest/3.0/get/was/wasscan/<id>
qps/rest/3.0/get/was/finding/
qps/rest/3.0/download/was/report/<id>

New or Updated APIs Updated API
DTD or XSD changes Yes

In the Create/Update Option Profile API request, you can now specify keywords in the
form of strings and regular expressions to search for URL links that contains the specified
keyword. Currently, we search for keywords only in the internal links crawled for each
target application being scanned.

To specify keywords (strings or regular expressions), we added a new parameter
"keywordsUrlSearch" to the Create/Update Option Profile API. For example, for WAS to
report all URLs with the .html extension, specify .*/([*?]+)data([* ?]* A\\.html$ as regular
expression.

When you run a Discovery/Vulnerability scan using the option profile with URL search
keywords defined, we will look for these keywords in the internal links of web applications
crawled during the scan. All the unique links that contains the specified keywords will be
reported in the Get Finding Details API output under information gathered QID 150141.
Note that we show the crawled links under QID 15009.

Permissions

- You must have the WAS module enabled.

- You must have the "API Access" and "Access WAS module" permissions enabled.

- The web application must be within your scope.
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Input Parameters

Parameter Description

keywordsUrlSearch (Text) (Optional) Specify the keywords (strings and regular
expressions). Enter each keyword on a new line. You can
specify up to 10 keywords. The length of characters in the
parameter must be more than 5 and less than 500 characters.

We will search for these keywords or text matching the regular
expressions in the internal links of web application crawled
during the scan and if links with matching text are found, we
will report these links in the scan results under information
gathered QID 150141.

Sample - Create a new option profile using the "Keywords URL Search” parameter
API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys. conl gps/rest/3.0/create/was/optionprofilel”

< file.xm

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<dat a>
<OptionProfile>
<nane>
<I[CDATAIMy Option Profile - Regex2]]>
</ name>
<keywor dsUr | Sear ch>Regex1243
Regex23456
</ keywor dsUr | Sear ch>
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1. 0" encodi ng="UTF-8"7?>
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
Xsi : noNanespaceSchenmalLocati on="htt p:// qual ysapi . qual ys. coni qps/ xsd/ 3. 0/ wa
s/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
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<dat a>
<OptionProfile>
<i d>1049883</i d>
<nane>
<|[ CDATAIMy Option Profile - Regex]]>
</ nanme>

<sensitiveContent >
<credi t Car dNunber >f al se</ cr edi t Car dNunber >
<soci al Securi t yNunber >f al se</ soci al Securi t yNunber >
</ sensitiveCont ent >
<keywor dsUr | Sear ch>Regex1243
Regex23456
</ keywor dsUr | Sear ch>
<cr eat edDat e>2020- 08-11T13: 51: 12Z</ cr eat edDat e>

</ OptionProfile>
</ dat a>
</ Servi ceResponse>

Sample - Update a new Option Profile using the Keywords URL Search parameter

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-

binary @
"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ updat e/ was/ opti onprofil e/ 83
2265669" < file.xmn

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<dat a>
<OptionProfile>
<nane>
<I[CDATAIMy Option Profile - Regex]]>
</ nanme>
<keywor dsUr | Sear ch>
Regex1243
Regex23456
Regex78645
</ keywor dsUr | Sear ch>
</ OptionProfile>
</ dat a>
</ Servi ceRequest >
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/ wa
s/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfil e>
<i d>832265669</i d>
</ OptionProfil e>
</ dat a>
</ Servi ceResponse>

Sample - Get option profile details to view the values set in the keyword url search
parameter

API request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ get/was/optionprofil e/ 1039284"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xxsi : noNanespaceSchenaLocati on="htt p://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/ wa
s/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfil e>
<i d>1039284</i d>
<nane>
<! [ CDATA]
My Option Profile]]></nanme>

<keywor dsUr | Sear ch>
Regex1243
Regex1243
Regex1243
</ keywor dsUr | Sear ch>
</ | ast Name>
</ updat edBy>
</ OptionProfil e>
</ dat a>
</ Servi ceResponse>
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Sample - Get details of a scan with the keyword url search parameter defined in the
option profile

API request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ get/was/wasscan/ 3475754"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/ wa
s/ scan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >

<dat a>
<WasScan>
<i d>3475754</i d>
<nane>
<[ CODATAI My Vul nerability Scan]]>
</ nane>

<WAsScanOpti on>
<name>Unexpect ed Error Threshol d</ name>
<val ue>
<! [ CDATA[ 300] ] >
</ val ue>
</ WasScanQOpt i on>
<WAsScanOpti on>
<name>Keywor ds URL Sear ch</ name>
<val ue>
<! [ CDATA[ r egr essi on
Kl ([M?1 v data([~?]* AN htd $)]] >
</val ue>

</ WasScan>
</ dat a>
</ Servi ceResponse>

Sample - Get details of a finding
The sample finding shows the links that matches the keywords under QID 150141.

API request:

curl -u "USERNAME: PASSVWORD!
"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ get/was/finding/"
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XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="http://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/ wa
s/ findi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>681806</i d>
<uni quel d>69ee5214- 8f 1f - 4389- 8030- 8cc258e5ddc6</ uni quel d>
<qgi d>150141</ gi d>
<nane>
<I[CDATA[ List of links/files identified by regex(s)
provi ded by custoner.]]>
</ name>
<t ype>| NFORVATI ON_GATHERED</ t ype>
<findi ngType>QUALYS</fi ndi ngType>
<gr oup>l NFO</ gr oup>
<resul tList>
<count >1</ count >
<list>
<Resul t >
<aut henti cati on>f al se</ aut henti cati on>
<payl oads>
<count >1</ count >
<list>
<Payl oadl nst ance>
<r esponse>
<! [ CDATA|
Regex: .*/([~?]+)data([*?]*?\\.htmM $)
No internal |ink found matching with this regex

Regex: regression

List of internal links matching with this regex are:

http://10.11. 68. 80/ cassi un regression/|inks/was-3216-airfrance-
craw /airfrance/ seen at follow ng parent(s)

http://10.11. 68. 80/ cassi un regressi on/ | i nks/was-3216-ai rfrance-
craw /airfrance/ af - envol . er4di . com

http://10. 11. 68. 80/ cassi um regressi on/ | i nks/was-3216-ai rfrance-
craw /airfrance/ af -envol . er4di . com get 0ab4. ht i seen at follow ng
parent (s)

http://10.11. 68. 80/ cassi un regression/ | i nks/was-3216-ai rfrance-
craw /airfrance/ af - envol . er4di . com

http://10. 11. 68. 80/ cassi um regressi on/ | i nks/ was-3216-ai rfrance-
craw /airfrance/ af -envol . er4di . com getf987. ht Ml seen at follow ng



Qualys Cloud Platform v3.x
WAS API: Define keywords for WAS to search and report internal links

parent (s)
http://10.11. 68. 80/ cassi un regressi on/ | i nks/ was-3216-ai rfrance-
crawl /airfrance/ af -envol . er4di . com

11>
</ response>
</ Payl oadl nst ance>
</list>
</ payl oads>
</ Resul t >
</[list>
</ Fi ndi ng>
</ dat a>

</ Servi ceResponse>

Sample - WAS Scan Report in XML format

The WAS Scan Report in (Online/PDF/HTML/XML/CSV) format shows under the Appendix
> Option Profile Details the URL search keywords in the <SEARCH_KEYWORDS> element.

API request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qualys. conl gps/rest/ 3.0/ downl oad/ was/ report/1302"

XML output:

<?xm version='"1.0" encodi ng=' UTF- 8" ?>
<WAS_SCAN_REPORT>
<HEADER>
<NAME>Scan Report </ NAME>
<DESCRI PTI ON>Vul nerabi lities of all selected scans are
consol idated into one report so that you can view their
evol uti on. </ DESCRI PTI ON\>
<GENERATI ON_DATETI ME>29 Jul 2020 02: 05PM
GMIT+0530</ GENERATI ON_DATETI ME>

<APPENDI X>
<OPTI ON_PRCFI LE_DETAI LS>

<I NCLUSI ON_SEARCH LI ST_Q DS>150141</ | NCLUSI ON_SEARCH LI ST_Q DS>
<CREDI T_CARD_NUVBERS_SEARCH>f al se</ CREDI T_CARD_NUMBERS_SEARCH>

<SOCI AL_SECURI TY_NUMVBERS_US_SEARCH>f al se</ SOCI AL_SECURI TY_NUMBERS_US_SEAR
CH>

<CUSTOM _SENSI Tl VE_CONTENT_SEARCH>CF f </ CUSTOM_SENSI Tl VE_CONTENT_SEARCH>
<SEARCH_KEYWORDS><! [ CDATA[ r egr essi on
KI([M?1+)data([~?] * 2\ L htm $) ] ] ></ SEARCH_KEYWORDS>
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</ OPTI ON_PRCFI LE_DETAI LS>

<SEVERI TY_LEVEL>
<SEVERI TY>3</ SEVERI TY>
<LEVEL>Ser i ous</ LEVEL>
<DESCRI PTI ON>I ntruders may be able to detect highly
sensitive data, such as personally identifiable information (PIl) about
ot her users of the web application. </ DESCRI PTI ON>
</ SEVERI TY_LEVEL>
</ SEVERI TY_LEVEL_LI| ST>
</ SEVERI TY_CATEGORY>
</ SEVERI TY_CATEGORY_LI ST>
</ APPENDI X>
</ WAS_SCAN_REPORT>

XSD Update

optionprofile.xsd

Changes in optionprofile.xsd (<platform API server>/qps/xsd/3.0/was/optionprofile.xsd).
Added a new element <keywordsUrlSearch in>.

<?xm version="1.0" encodi ng="UTF-8"?>

<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
type="SearchListlist" mnQccurs="0"/>
<xs: el ement nanme="enabl eXssPayl oads" type="xs: bool ean"
m nQccur s="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="sensitiveContent" m nCccurs="0">
<xs:conpl exType>
<Xs:sequence>
<xs: el ement name="creditCardNunber" type="xs: bool ean"
m nCccurs="0"/>
<xs:el ement nanme="soci al SecurityNunber" type="xs: bool ean"
m nQccur s="0"/ >
<xs: el ement nanme="cust onContents" type="xs:string"
m nQccur s="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el emrent nane="keywordsUrl| Search" type="xs:string"
m nCccurs="0"/>
<xs:el ement nane="coments" type="ComentList"
m nCccurs="0"/>

</ xs: conpl exType>
</ xs: el enent >
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</xs:all>
</ xs: conpl exType>
</ xs: schema>

wasscan.xsd

Changes in wasscan.xsd (<platform API server>/qps/xsd/3.0/was/wasscan.xsd). Added a
new enumeration value "Keywords URL Search".

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed">

<!-- REQUEST -->

</xs:all>
</ xs: conpl exType>

<xs: conpl exType name="WasScanOpti onLi st">

<xs:all>
<xs:el ement name="count" type="xs:int"/>
<xs:el enent nanme="list" m nCccurs="0" >

<xs: conpl exType>

<Xs: sequence>
<xs: el ement name="WasScanOpti on"
type="WasScanOption" m nCccurs="0" maxCccurs="unbounded"/>

</ xs: sequence>

</ xs: conpl exType>

</ xs: el enent >
</xs:all>
</ xs: conpl exType>

<xs: conpl exType name="WasScanOpti on">
<xs:all>
<xs: el enent nane="nane">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enumeration val ue="Wb Application Nanme"/>
<xs:enumeration val ue="Wb Application
Aut henti cati on Record Nane"/>
<xs: enuneration val ue="Target URL"/>
<xs: enuneration value="COption Profile Nanme"/>
<xs:enumeration val ue="Crawl i ng Form Submi ssi ons"/>
<xs:enumeration val ue="Maxi num Crawl i ng Li nks"/>
<xs:enumeration val ue="User Agent"/>
<xs: enuneration val ue="Request Paraneter Set"/>
<xs: enuneration val ue="Performance Settings"/>
<xs:enumneration val ue="Sensitive Content: Credit

10



Card Nunbers"/ >

<XS:

Security Nunmbers (US)"/>

<XS:

enuneration

enuneration

Contents"/>

<XS:
<XS:
<XS:

enuneration
enuner ati on
enuner ation

i ncl uded"/ >

<xs:enuneration val
<xs:enuneration val
<XS:
<XS:

<Xs

<xs:enuneration val ue="Ti neout

enuneration
enuner ati on

senumreration
<XS:
<XS:

enuneration
enuneration
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val ue="Sensitive
val ue="Sensitive
val ue="Det ecti on

val ue="Det ecti on
val ue="Det ection

Content: Soci al

Content: Custom
Scope"/ >

Li st Nanes"/>
Count Q Ds

ue="Excl usion List Nanes"/>
ue="Detection Q Ds excluded"/>
val ue="Brut eforce Settings"/>
val ue="Bruteforce Attenpts"/>
val ue="Brut eforce List Name"/>

val ue="Cancel

After

N Hours"/>

val ue="Scanner Appliance"/>
<xs:enuneration val ue="Unexpected Error Threshol d"/>

Error Threshol d"/>

<xs:enuneration val ue="Keywords URL Search"/>
</ xs:restriction>
</ xs: si npl eType>

</ xs: el enent >

<xs:el ement nane="val ue" type="Cdata" />

</xs:all>
</ xs: conpl exType>

11
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AM API: Updated Response for Search Results

API affected /qps/rest/2.0/search/am/hostasset/
/qps/rest/2.0/search/am/asset/
/qps/rest/2.0/search/am/tag

New or Updated APIs Updated API
DTD or XSD changes No

We have now changed our response to provide you with accurate search results. The
response now always includes hasMr eRecor ds and | ast | d parameters in the response.
Even if the returned response does not have entities listed as per the filter criteria, the
parameters are included in the response. In the earlier behavior, if any intermediate batch
did not return data due to fields filter OR if it request criteria had no matching records, the
hasMor eRecor ds and | ast | d parameters were not included in the response.

Permissions

Managers with full scope, other users must have these permissions: Access Permission
“API Access” and Asset Management Permission “Read Asset”.

Examples

Let us see various scenarios where the response may or may not include the data
matching the search criteria specified in the request.

Sample - Search Tags

Sample - Search Assets (Response includes data matching search critieria)
Sample - Search Assets (Response without data matching search critieria)
Sample - Search Host Assets (Response includes data matching search critieria)

Sample - Search Host Assets (Response without data matching search critieria)

12
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Sample - Search Tags
Let us see the response when the account has 4 tags and the results are limited to 3.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
bi nary @
"https://qual ysapi.qualys.conlgps/rest/2.0/search/anftag" < file.xnl

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<pref erences>
<limtResul ts>3</limtResul ts>
</ pr ef er ences>
<filters>
</[filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xxsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2.0/ a
nf tag. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >0</ count >

<hasMor eRecor ds>t r ue</ hasMor eRecor ds>

<l ast1d>10449935</| ast | d>

<dat a>

<Tag>
<rul eText >1. 0. 0. 0- 9. 255. 255. 255, 11. 0. 0. 0O-
100. 63. 255. 255, 100. 128. 0. 0- 126. 255. 255. 255, 128. 0. 0. O-
169. 253. 255. 255, 169. 255. 0. 0- 172. 15. 255. 255, 172. 32. 0. O-
191. 255. 255. 255, 192. 0. 1. 0- 192. 0. 1. 255, 192. 0. 3. 0-
192. 88. 98. 255, 192. 88. 100. 0- 192. 167. 255. 255, 192. 169. 0. 0-
198. 17. 255. 255, 198. 20. 0. 0- 198. 51. 99. 255, 198. 51. 101. O-
203. 0. 112. 255, 203. 0. 114. 0- 223. 255. 255. 255</ r ul eText >
</ Tag>

</ dat a>

</ Servi ceResponse>

13
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Sample - Search Assets (Response includes data matching search critieria)
Let us view the response when the response includes entities listed in the search critieria.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
bi nary @
"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ search/am asset” < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<pr ef er ences>
<limtResul ts>3</linmtResults>
</ pr ef erences>
<Criteria field="tracki ngMet hod" operat or="EQUALS">I NSTANCE | D</Criteria>
<filters>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. con qps/ xsd/ 2. 0/ a
n asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>

<count >3</ count >

<hasMor eRecor ds>t r ue</ hasMor eRecor ds>

<l ast 1 d>5693290</ | ast | d>

<dat a>
<Asset >
<i d>5688949</ i d></ Ser vi ceResponse>
<nodi f i ed>2020- 07- 14T13: 29: 19Z</ nodi f i ed>
<t ype>HOST</ t ype>
</ Asset >
</ dat a>

</ Servi ceResponse>

14
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Sample - Search Assets (Response without data matching search critieria)

Let us view the response when the response does not include entities listed in the search
critieria.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
bi nary @
"https://qual ysapi.qualys. coni gps/rest/ 2.0/ search/am asset” < file.xn

Note: “file.xml” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<pr ef er ences>
<limtResul ts>3</limtResul ts>
</ pr ef erences>
<Criteria field="tracki ngMet hod" operator="EQUALS">I NSTANCE | D</Criteria>
<filters>
</[filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xxsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conm qps/ xsd/ 2. 0/ a
nf asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>

<count >0</ count >

<hasMor eRecor ds>t r ue</ hasMor eRecor ds>

<l ast1d>5693290</| ast | d>
</ Ser vi ceResponse>

Sample - Search Host Assets (Response includes data matching search critieria)
Let us view the response when the response includes entities listed in the search critieria.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys.coni gps/rest/ 2.0/ search/ anm hostasset" <
file.xm

Note: “file.xml” contains the request POST data.

15
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Request POST Data (file.xml):

<Servi ceRequest >
<pr ef er ences>
<limtResults>3</limtResults>
</ pr ef erences>
<Criteria field="tracki ngMet hod" operator="EQUALS">I NSTANCE |ID</Criteria>
<filters>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nl host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >3</ count >
<hasMor eRecor ds>t r ue</ hasMor eRecor ds>
<l ast|1d>5693290</| ast | d>
<dat a>
<Host Asset >
<i d>5688949</i d>
<nane>Sanpl e_nane</ nane>
<cr eat ed>2020- 07- 10T06: 21: 26Z</ cr eat ed>
<nodi fi ed>2020- 08-12T09: 12: 09Z</ nodi fi ed>. . ..
<nodi fi ed>2020- 07- 14T13: 29: 19Z</ nodi f i ed>
<t ype>HOST</ t ype>

</ Host Asset >
</ dat a>
</ Servi ceResponse>

Sample - Search Host Assets (Response without data matching search critieria)

Let us view the response when the response does not include entities listed in the search
critieria.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --data-
bi nary @

"https://qual ysapi.qual ys. conl gps/rest/ 2.0/ search/ anf host asset" <
file.xm

Note: “file.xml” contains the request POST data.
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Request POST Data (file.xml):

<Servi ceRequest >
<pr ef er ences>
<limtResults>3</limtResults>
</ pr ef erences>
<Criteria field="tracki ngMet hod" operator="EQUALS">I NSTANCE |ID</Criteria>
<filters>
</filters>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
Xxsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 2. 0/ a
nm host asset . xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >0</ count >
<hasMor eRecor ds>t r ue</ hasMor eRecor ds>
<l ast1d>5693290</| ast | d>
</ Servi ceResponse>
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