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This new version of the Qualys Cloud Platform (VM, PC) includes improvements to the
Qualys APIL You'll find all the details in our user guides, available at the time of release.
Just log in to your Qualys account and go to Help > Resources.

What’s New
Host Identifiers in Host-Based Scan Report
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Qualys API Server URL

The Qualys API URL you should use for API requests depends on the Qualys platform
where your account is located.

Click here to identify your Qualys platform and get the API URL

This documentation uses the API server URL for Qualys US Platform 1
(https://qualysapi.qualys.com) in sample API requests. If you're on another platform,
please replace this URL with the appropriate server URL for your account.


https://www.qualys.com/platform-identification/
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Host Identifiers in Host-Based Scan Report

APIs affected /api/2.0/fo/report/template/scan/?action=create&report_format=xml
/api/2.0/fo/report/template/scan/?action=update&report_format=xml
/api/2.0/fo/report/template/scan/?action=export&report_format=xml

New or Updated API Updated
DTD or XSD changes Yes

We have now enhanced our scan report templates to include host identifiers such as host
Id, asset Id in the host-based scan reports that you launch or download. You can configure
qualys_system_ids parameter to 1 to include host ID, asset ID when you create or update
scan report template. You could also configure this when you export scan report template.
Input Parameters

Refer to the Qualys API (VM,PC) User Guide for full details on all the parameters.

Parameter Description

qualys_system_ids={0|1} Specify 1 to include host ID/asset ID in the host-based
scan report.

Samples

Export Report Template

Create Report Template

Update Report Template

Export Report Template
Exports the report template based on the template ID.

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl”
"https://qual ysapi.qualys. conifapi/2.0/folreport/tenpl ate/ scan/ ?act
i on=export & enpl at e_i d=89470&r eport _format =xm "

XML Output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE REPORTTEMPLATE SYSTEM
"https://qual ysapi.qual ys. conifapi/2.0/fol/report/tenpl ate/scan/scanreportt
enpl ate_i nfo. dtd">
<REPORTTEMPLATE>
<SCANTEMPLATE>


https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf

Qualys Cloud Platform (VM, PC) v10.x
Host Identifiers in Host-Based Scan Report

<TI TLE>

<I NFO key="titl e"><![ CDATA[ Scan- Report]]></1NFO>

<I NFO key="owner " ><! [ CDATA[ 1086] ] ></ | NFO>

</ TI TLE>

<TARCET>

<I NFO key="scan_sel ecti on"><! [ CDATA[ Host Based] ] ></ | NFO>
<I NFO key="i ncl ude_t rendi ng" ><! [ CDATA[ 1] ] ></ | NFO>

<I NFO key="sel ecti on_t ype" ><! [ CDATA[ days] ] ></ | NFO>

<I NFO key="sel ecti on_range" ><! [ CDATA[ 5] ] ></ | NFO>

<Dl SPLAY>

<I NFO key="graph_busi ness_ri sk"><![ CDATA[ 0] ] ></ | NFO>
<I NFO key="graph_vul n_over _ti me"><![ CDATA[ 0] ] ></ | NFO&>
<I NFO key="sort _by"><![ CDATA[ host] ] ></ 1 NFO>

<I NFO key="cvss" ><! [ CDATA[ al | ]] ></ | NFO>

<I NFO key="host _detail s"><![ CDATA[ 1]] ></ | NFO>

<I NFO key="host _ag_det ai | s"><! [ CDATA[ 0] ] ></ | NFO>

<I NFO key="qual ys_system i ds"><![ CDATA[ 1] ] ></ | NFO>

<I NFO key="incl ude_t ext _summary" ><! [ CDATA[ 1] ] ></ | NF&>

</ USERACCESS>
</ SCANTEMPLATE>
</ REPORTTEMPLATE>

Create Report Template

APl request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -X POST -H
"Content-type: text/xm" --data-binary @can_create.xm
"https://qual ysapi.qualys. conifapi/2.0/fo/report/tenpl ate/ scan/ ?act
i on=cr eat e& eport _format =xm "

Request POST data (contents of Scan_create.xml):

<Dl SPLAY>

<I NFO key="graph_busi ness_ri sk">
<! [ CDATA[ 0] ] >

</ | NFO>

<I NFO key="graph_vul n_over_ti me">
<! [ CDATA[ 0] ] >

</ | NFO>

<I NFO key="sort_by">

<! [ CDATA[ host]] >

</ | NFO>

<I NFO key="cvss" >

<I[CDATA[al I]]>

</ | NFO>
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<I NFO key="host _detail s">

<!'[ CDATA[ 1] ] >

</ | NFO>

<I NFO key="host _ag_detail s">

<! [ CDATA[ 0]] >

</ I NFO>

<I NFO key="qual ys_system.i ds" >

<I[ CDATA[ 1] ] >

</ | NFO>

<I NFO key="i ncl ude_t ext _sunmmary">

<! [ CDATA[ 1] ] >

</ | NFO>

<I NFO key="i ncl ude_vul n_detai |l s">

<!'[ CDATA[ 1] ] >

</ | NFO>

<I NFO key="i ncl ude_vul n_details_threat">
<! [ CDATA[ 0]] >

</ | NFO>

<I NFO key="incl ude_vul n_det ai |l s_i npact ">
<I[CDATAI 0] ] >

</ | NFO>

<I NFO key="i ncl ude_vul n_detail s_sol uti on">
<! [ CDATA[ 0]] >

</ I NFO>

<I NFO key="incl ude_vul n_det ai |l s_vpatch">
<!'[ CDATA[ 0] ] >

</ | NFO>

<I NFO key="i ncl ude_vul n_detai | s_conpl i ance" >
<! [ CDATA[ 0]] >

</ | NFO>

<I NFO key="incl ude_vul n_detail s_exploit">
<!'[ CDATA[ 0] ] >

</ | NFO>

</ DI SPLAY>

Response:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.confapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2020- 04- 06TO05: 41: 32Z</ DATETI ME>
<CODE>Scan Report Tenpl ate(s) Created Successfully
[ 83476] </ CODE>
<TEXT></ TEXT>
</ RESPONSE>
</ SI MPLE_RETURN>
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Update Report Template

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth:curl" -X POST -H
"Content-type: text/xm" --data-binary @can_update.xm

"https://qual ysapi.qualys. confapi/2.0/fol/report/tenpl ate/scan/?acti on=upd
at e&r eport _format=xml & enpl at e_i d=7221635"

Request POST data (contents of scan_update.xml):

<?xm version="1.0" encodi ng="UTF-8" ?>
<SCANTEMPLATE>

<TI TLE>

<INFO key="titl e"><![ COATA] Tenpl ate_from APl _23/11]] ></ | NFO>
<I NFO key="owner " ><! [ CDATA[ quays_dp] ] ></ | NFO>
</ TITLE>

<TARGET>

<I NFO key="scan_sel ecti on">

<! [ CDATA[ Host Based] ] >

</ | NFO>

<I NFO key="host_ag_detail s">

<I[ CDATA[ 0]] >

</ | NFO>

<I NFO key="qual ys_system.i ds" >

<! [ CDATA[ 1] ] >

</ | NFO>

<I NFO key="i ncl ude_t ext _sumary" >

<I[ CDATA[ 1]] >

</ | NFO>
</ USERACCESS>
</ SCANTEMPLATE>

Response:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2020- 04- 04T10: 52: 34Z</ DATETI Me>
<CODE>Scan Report Tenpl ate Updated Successfully [7221635] </ CODE>
<TEXT></ TEXT>
</ RESPONSE>
</ S| MPLE_RETURN>
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DTD update:

When you launch a report or download a saved report in the user’s account, the report
now includes two new data fields. The Asset Data Report DTD (asset_data_report.dtd) was
updated to include HOST_ID and ASSET_ID.

<l-- QUALYS ASSET DATA REPORT DTD -- >
<l-- $Revision$ --><! ELEVENT ASSET_DATA REPORT (ERRCR |
Rl SK_SCORE_PER HOST?, HOST LI ST?, GLOSSARY?,
APPENDI CES?) ) ><! ELEMENT ERROR (#PCDATA) * >

( HEADER,
NON_RUNNI NG _KERNELS?,

< ATTLI ST
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

ERROR number CDATA #| MPLI ED>
TRACKI NG METHCD ( #PCDATA) >
ASSET_TAGS (ASSET_TAGH) >
ASSET_TAG (#PCDATA) >

HOST | D (#PCDATA) >
ASSET_| D ( #PCDATA) >
DNS ( #PCDATA) >
NETBI OS (#PCDATA) >

<! ELEMENT QG_HOSTI D ( #PCDATA) >
<! ELEMENT NON_RUNNI NG KERNELS ( NON_RUNNI NG _KERNEL*) >
<! ELEMENT NON_RUNNI NG KERNEL (NRK_Q D, |P*, SEVERI TY*)>

<! ELEMENT

NRK_QI D (#PCDATA) >
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